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Abstract

Proof-checking code for complianceto safetypolicies
potentiallyenablesa product-orientedapproach to certain
aspectsof softwarecertification.To date, previousresearch
has focusedon generic, low-level programming-language
propertiessuch as memorytype safety. In this paper we
considerproof-checkinghigher-leveldomain-specificprop-
ertiesfor complianceto safetypolicies.Thepaperfirst de-
scribesa framework related to abstract interpretation in
which complianceto a classof certification policies can
be efficiently calculated. Membership equationallogic is
shownto providea rich logic for carryingoutsuch calcula-
tions,includingpartiality, for certification.Thearchitecture
for a domain-specificcertifier is described,followedby an
implementedcasestudy. Thecasestudyconsiders consis-
tencyof abstract variable attributesin codethat performs
geometriccalculationsin Aerospacesystems.

1. Intr oduction

Thebenefitsof product-orientedapproachesto certifica-
tion ascomparedto process-orientedapproachesis to en-
able more efficient software developmentprocessesto be
usedastechnologyprogresses,while at thesametime pro-
viding higher levels of assuranceby focusingsafetycon-
cernsdirectly on the product rather than the processby
which it is developed.Techniqueslike theoremproving or
modelcheckinghave beenformulatedin researchlabsfor
product-orientedprogramverification. Thesetechniques
have high computationalcomplexity. Static analysishas
goodscalingproperties,andhasbeenproposedfor certify-
ing limited typesof safety, suchasabsenceof arithmeticor
memorytypesafety. In thispaperwedescribeatechnology
for certificationof domain-specificproperties.

In this paperwe proposea techniquebasedon abstract

interpretationthat is designedto find domain-specificin-
consistenciesrather than programming-languagespecific
errors. This methodautomatesfinding errors that would
normally take intensive review by a humanexpert. More-
over, this techniqueis relatively easyto implementand
modular, so it is easyto adaptto variousdomains. Thus
even though the rangeof applicability for any particular
domain-specificproperty is more limited than low-level
programminglanguageerrors, we believe it will still be
cost-effective.

Conceptually, the knowledgeusedby a domain-specific
certifier hastwo distinct levels: an abstract domainspeci-
ficationanda programminglanguage specification.These
levels are linked via two modules: a symbolicevaluation
moduleand a domain-specificsafetyabstraction module.
Thesymbolicevaluationmodulesimulatestheexecutionof
theprogram,yielding for eachvariableat eachstatementa
termdenotingthe functionalvalueof thevariablein terms
of functionsandinput variables. The domain-specificab-
stractionmoduletakessuchtermsandinterpretstheminto
the abstractdomain. A programis domain-specificsafeif
andonly if eachvaluecalculatedalongits executionpathis
safe.

Our domain-specific certification approach requires
moresophisticatedreasoningthanin approachesto datefor
proof-carryingcode[13]. Theabstractdomainspecification
is muchricherthanmemorysafety, andverifying thesafety
of eachline of codecanrequirehundredsof inferencesteps
in membershipequationallogic. Nonetheless,thesecalcu-
lationsarebounded(with caching)for eachvaluealongan
executionpath. The two specificationlevelsarealsoinde-
pendentlyreusable;e.g.,onceanabstractdomainhasbeen
formulatedit canbeusedto certify programswritten in var-
iousprogramminglanguages,andconversely, programscan
becertifiedfor variousdomain-specificsafetypolicies.

Our methodusesmembershipequationallogic asimple-
mentedin Maudefor both domainandprogramminglan-



guagespecifications.This logic extendsboth order-sorted
andpartialequationallogics. Efficient algorithmsfor first-
order rewriting and type inference(moreprecisely: least-
sortcomputation)areimplementedin Maude.

Section2 describesthearchitectureof adomain-specific
certifierandthenanimplementedcasestudy:certifying the
frame-safetyof programsthatcalculateobservationgeome-
tries. Our abstractdomainknowledgedescribesthecondi-
tionsunderwhich calculationsinvolving matricesandvec-
torsareconsistentwith respectto coordinateframes,which
areattributesof variablesin the abstractdomainbut only
implicit in theprogram.Thecalculationsareperformedus-
ing subroutinecalls from a library developedby the NAIF
group at JPL. Section 3 then introducesthe technology
we used: the technicalnotionsof membershipequational
logic usedin performingthesymboliccalculations,andthe
Maudesystem. Section4 describesthe abstractdomain.
Section5 describesrelatedwork,andSection6 presentsour
conclusions,scalingissues,andfuturework.

2. Ar chitecture of a Domain SpecificCertifier

Thissectionfirst presentsgeneralprinciplesandcompo-
nentsof a domainspecificsafetypolicy certifier andthen
briefly introducesour problem of interest, frame safety.
Later sectionsprovide the remainingdetailsof our frame
safetycertifier.

Domainspecificcertificationis differentfrom program-
minglanguagespecificcertification,suchasmemorysafety
or standardtypechecking. In programminglanguagespe-
cific certification,suchasin thePolySpace[15] tool, theab-
stractdomainis a subpartof theprogramminglanguagese-
mantics. In domain-specificcertification,the abstractdo-
mainis entirelyseparate;in factour approachwould allow
it to bein a differentlogical system.

Conceptually, adomain-specificcertifierconsistsof four
maincomponents,asshown in Figure1. Theprogramming
languageandthe abstractdomainare linked via symbolic
evaluationandan abstractionfunction asdescribedin the
subsequentexample.Domain-specificcertificationrequires
domain-specificannotations,which for theexamplein this
paperrequireassertionsontheprograminputs.Thereareat
leasttwo waysto insertannotationsfor theinputs:oneis to
insertthemat thebeginningof theprogramandtheotheris
to insertthemwheretheinputsareusedfor thefirst time in
thecode.Therearesubtletrade-offs betweenthesetwo op-
tions, involving the potentialuseof intermediatevariables
in expressionsannotatinginput variables. The resolution
of thesetrade-offs is beyondthescopeof thepaper;in our
implementedsystem,programinputsare annotatedat the
beginningof theprogram.

ProgrammingLanguage&
Library Specification��

��
SymbolicEvaluation��

��
Domain-specific

SafetyAbstraction��
��

AbstractDomain&
SafetyPolicy Specification

Figure 1. Domain-specific cer tifier .

2.1. Certifying Frame Safety

Coordinateframes underly all geometriccalculations
used in applicationsranging from CAD to robotics to
aerospace.They areimplicit attributesof vectorsandma-
trices,althoughthey arenot part of the computationaldo-
main. Geometriccomputationsusingvectorsandmatrices
thathave inconsistentcoordinateframesyield meaningless
results. Determiningconsistentuseof coordinateframes
normally requiresdetailedhumananalysisof a program.
This sectiondescribesan implementedsystemwhich cer-
tifies the consistentuseof coordinateframesfor spaceob-
servationgeometrycalculations.

Abstractly, a coordinateframeconsistsof anorigin and
an orientation which is specifiedby threeorthogonaldi-
rections. With a coordinateframe,any point in spacecan
beuniquelyrepresentedin rectangularcoordinatesby three
real numbers.Directionscanbe representedby threereal
numbers,thoughnot uniquely— thenumbersrepresenting
thedirectioncanbemultiplied by any scalefactorwithout
changingthe direction. Orientationsareusedabstractlyto
definedirectionsandrotations. Rotationsmapan orienta-
tion onto anotherorientation. A translationmapsoneco-
ordinateframeto anothercoordinateframewith the same
orientationbut a translatedorigin.

Our membershipequationallogic axiomatizationof co-
ordinateframes,describedin Section4.1, is restrictedto
the subdomainof framesthat arisesin the NAIF domain,
namelythosethatcanbeinductively built out of predefined
constantframes(suchas j2000 ), ephemerisof planetary
bodies,andtheoperationsof rotationandtranslation.The
j2000 frameis a standardusedfor astronomicalobserva-
tions in the period1975to 2025. Ephemerisdataspecify
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the positionandorientationof planetarybodiesin our so-
lar systemrelative to a constantframe. In the domainof
spaceobservationgeometries,a typical exampleof a frame
is onewhoseorigin is at the centerof a planet,whoseZ
axis lies alongthenorthpole,andwhoseX andY axesgo
throughsomefixed,designatedpointson theequatorof the
planet. Sincethe planetorbitsaroundthe sunandalsoro-
tatesaroundits own axis,thesequenceof framesgenerated
byaplanetovertimecanbequitecomplex. Library routines
in NAIF provide thisephemerisdata.

The inductive definition of framescorrespondsto con-
stantframes,calls to theseephemerisroutines,and input
variablesto a program. The metric propertiesof the stan-
dardthreedimensionalgroupof rotationsarenot important
for this abstractsubdomain.Our axiomatizationis sound
for both our subdomainand the metric domainof frames
androtations;however, it is not completefor thelatter.

2.2. Programming Languageand NAIF Library

Weconsiderbelow agenericassignment-basedprogram-
ming language,similar to FortranandC (theNAIF library
hasalternateimplementationsin bothlanguages).Thelan-
guagehassortsandsubsorts,operationsaretypedby tuples
of input sortsandan outputsort,andexpressionsarebuilt
upbyapplicationof operationsto subexpressions,variables,
andconstants.Theonly statementis theassignment.

Oursimplegenericprogramminglanguagehasjustafew
sorts,whichareprefixedby Pl (for programminglanguage)
to distinguish them from the other sorts. The sorts are
PlString , PlInteger , PlReal , PlVector , andPlMa-

trix , with PlInteger beinga subsortof PlReal .
The subroutinelibrary in our casestudy is the SPICE

library from the NavigationandAncillary InformationFa-
cility (NAIF) groupattheNASA JetPropulsionLaboratory.
TheNAIF groupcreatedthis library to aid in solving geo-
metricproblemsthatarisein planetaryexploration.Theli-
brarycontainssubroutinesfor: coordinatesystemandtime
systemconversion;matrixandvectoroperations;geometric
operations(suchasfinding the outward-facingvector that
is normal to an ellipsoid at a point on the ellipsoid’s sur-
face);andcalculationsthatcomputethetravel time of light
betweentwo objects.

Vectorsare implementedas triples of reals in NAIF,
thoughfor our purposesit is sufficient to treat themasan
unstructuredsort. The binary vector functionsvadd and
vsub aretheusualvectoradditionandsubtraction.Two ad-
ditional vectorfunctionsareparticularlyimportant:vdist

givesthedistancebetweentwo pointsspecifiedby thegiven
vectors,andvsep givesthe anglebetweenthe two direc-
tionsspecifiedby thetwo givenvectors.

Note thatat theprogramminglanguagelevel thereis no
enforcementthat two vectorsare representedin the same

coordinatesystem,or frame— this can’t evenbestatedin
thetypesystemof theprogramminglanguage.However, by
interpretingtheprogramminglanguagevariablesandoper-
ationsinto theabstractdomaindescribedin Section4.2,our
certifier will find whethertheseoperationsareappliedin-
consistently.

Rotationsareimplementedby matricesat the program-
minglanguagelevel. Moreprecisely, rotationmatriceshave
thepropertythat they areinvertibleandtheir inverseis ex-
actly their transpose.A vectorcanbe multiplied (mxv) by
a rotation matrix or by the transposeof a rotation matrix
(mtxv ), with theintuition thattheframein which thevector
is definedis rotated.

Besidesthoseabove, the NAIF library functionsused
in this paper’s exampleare the following: utc2et takes
as input a time representedin “Universal Coordinated
Time” calendarformat (a string) andreturnsa time in the
“Ephemeris”timesystem(arealnumber),whichis aninter-
nal formatusedby otherSPICEsubroutines;bodvar takes
asinput the Id (an integer) of a solarsystembody andre-
turnsthe radii of a solar-systembodymodeledasanellip-
soid; georec takesasinput a point representedin geode-
tic coordinatesandreturnsrectangularcoordinates;bodmat

takesasinput a bodyId andanephemeristime,andreturns
amatrixdescribingtherotationof thebodyat thattime rel-
ative to thestandardj2000 coordinateframe;findp takes
asinput a body Id andan ephemeristime, andreturnsthe
j2000 positioncoordinatesof a givenbody;surfnm takes
asinput 3 realsrepresentingtheradii of a bodyanda point
onthebody, andreturnstheoutwardvectorthatis normalto
thesurfaceat thatpoint; andsent takesasinput two body
Idsandanephemeristime,andcomputesthetimeaphoton
wouldhave left onebodysoasto arriveat theotherbodyat
thetimegivento thesubroutine.

Theexampleprogramswhich we have usedin our case
studycomeprimarily from programssynthesizedby Am-
phion/NAIF, includingtherepresentativeonedescribedbe-
low. The Amphion/NAIF synthesissystem[11], given a
high-level specificationof a solar-systemobservation ge-
ometryproblem,synthesizesa program,consistingof calls
to SPICEsubroutines,that solves the problem. As a test
of our certifier, theprogramsgeneratedby Amphion/NAIF
weremutatedby handto yield many differentunsafepro-
grams.Theseweredetectedby ourcertifier. Also asaresult
of ourcasestudy, anaxiomin Amphion/NAIF wasfoundto
beincorrect.Thecomplementaryrolesof programsynthe-
sisandprogramcertificationarediscussedin theconcluding
sectionof thepaper.

An interestinglessonthatwe learnedis that the full se-
manticsof the targetprogramminglanguageis not needed
for domain-specificcertification.Domain-specificcertifica-
tion is not intendedto be full programverification,rather,
only specificaspectsare certified. In our casestudy, we
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useda simple operationalsemanticsof the programming
languagethatenabledsymbolicexpressionsto becalculated
for thevalueof variablesat eachstepof theprogram.

However, a domain-specificsemanticsis required for
domain-specificcertification. The symbolic expressions
calculatedfrom the operationalsemanticsare lifted to the
abstractdomainlevel. Theexpressionsat theprogramming
level arecalculatedby a symbolicevaluationenginewhich,
givenaprogramandanexpressioncontainingvariablesde-
fined in the program,calculatesthe canonicalterm asso-
ciatedto that expressionthat containsonly functionsand
inputvariables.

2.3. Example Program

The exampleusedin this paperis a representative pro-
gram synthesizedby the Amphion/NAIF systemthat cal-
culatesthe angleat which Saturnappearsat a given time
from anobservationpoint on theEarth’s surface;thespeed
of light is alsotaken into consideration— Saturnappears
to bein a slightly differentplacethanit actuallyis because
of the finite speedof light. The observationpoint is spec-
ified by geodetic(latitude,longitude,altitude)coordinates
(obsLLA ) andthe time (utcin ) is specifiedin Universal
CoordinatedTimecalendarformat(UTC). Theangleis cal-
culatedbetweenthe outwardnormalto the Earth’s surface
at the observation point and the directionat which Saturn
appears.

et := utc2et(utcin) ; *** 1
radear := bodvar(earthId, ’radii’) ; *** 2

pobs := georec(obsLLA) ; *** 3
dnorm := surfnm(radear, pobs) ; *** 4

mearth := bodmat(earthId, et) ; *** 5
tsatur := sent(saturnId, earthId, et) ; *** 6
dnorm2 := mtxv(mearth, dnorm) ; *** 7
pearth := findp(earthId, et) ; *** 8

pobs2 := mtxv(mearth, pobs) ; *** 9
psatur := findp(saturnId, tsatur) ; *** 10

pobs3 := vadd(pearth, pobs2) ; *** 11
dsatur := vsub(psatur, pobs3) ; *** 12

vang := vsep(dnorm2, dsatur) . *** 13

TheannotationontheinputvariableobsLLA , notshown
here,saysthat,asa vectorat the level of theprogramming
language,it specifiesabstractlyapointontheEarthrelative
to the framethat is centeredat the Earthat the input time
utcin androtatedastheEarthis at thattime. Indeed,this
is becausethegeodeticpositionof thatpoint wasspecified
relative to theEarthasif thepointwasfixedto theEarth.

Line 1 convertstheinputUTC time into Ephemeristime
system;line 2 calculatesthethreeradii of theearthregarded
asan ellipsoid; line 3 transformsthe geodeticcoordinates
into rectangularcoordinates;line 4 computesthenormalto
theEarth’s surfaceat thegivenpoint, in thecurrentEarth’s
coordinateframe; line 5 finds the rotationof the Earthat

thegiventime relative to j2000 ; line 6 computesthe time
whenlight left Saturnsoasto arriveat theEarthatthegiven
input time; line 7 convertsthenormalat thespecifiedpoint
to a coordinateframepositionedasthecurrentframeof the
Earth,but having the orientationof j2000 , andline 8 ac-
tually calculatesthepositionof that framein j2000 ; line 9
convertsthegivenpointonEarthinto thesameframeasthe
normal(seeline 7); line 10calculatesthepositionof Saturn
(also in j2000 ) at the time light left Saturn;line 11 con-
vertsthepositionof thegivenpoint to a positionin j2000

andthenline 12 calculatesthepositionof Saturnin theco-
ordinateframepositionedat thegivenpoint andhaving the
orientationof j2000 ; line 13finally calculatestheanglebe-
tweenthenormalandthepositionof Saturnat thespecified
time.

Theprogramabove is relatively shortbut it is very easy
to make domain-specificmistakes, especiallyif the code
is written by hand,andthesemistakescannotbe detected
by commontype checkersprovided by programminglan-
guages.For example,onecanforget line 7 which rotates
thenormalto the orientationof j2000 andthencalculates
theanglebetweentwo directionsin framesof differentori-
entation. However, our certifier shows, in 1284 rewrites,
that the programabove is frame safe,while mutatedver-
sionsarenot. An exampleof theanalysisperformedby the
certifierduringthethousand-plusrewritesis thatatline 11it
provesthatthepositionsof theEarthandthegivenpointon
its surface,abstractedastranslations,arecomposable;i.e.,
that their frameshave the sameorientationandthe source
frameof the point is the sameas j2000 translatedto the
positionof theEarth.Section4 describestheframedomain
theoryandabstractionin detail.

3. Technology

Membershipequationallogic and the languageMaude
areintroducedin thissection,providing thetechnicalback-
groundfor theformalizationin therestof thepaper.

3.1. Membership Equational Logic

Membershipequationallogic [12, 1] is an extensionof
many-sortedequationallogic [7] with membershipasser-
tions 	�

� thatstatethata term 	 belongsto a sort � . It sub-
sumesawidevarietyof specificationformalisms,including
order-sorted[6, 8] andpartialequationallogics.Despiteits
generality, it still enjoys the goodpropertiesof equational
logics: it is simple,efficiently implementable,andadmits
soundandcompletedeductionaswell as free models. In
this sectionwe informally presentmembershipequational
logic, referring the readerto [12, 1, 2, 3] for a compre-
hensive exposition. We assumethe readeris familiar with
many-sortedequationallogic.
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In membershipequationallogic (MEL), the sorts are
groupedin kinds and the operationsare only definedon
thesekinds. A signature� consistsof a set � of sorts, a
set � of kinds,a map ��
������ , anda ������� -indexed
set ��� �!�#"%$ &('*),+.-0/21435� � �6�67 of operations. An� -algebrais a � -algebra8 togetherwith asubset8:9:;<8:&
for each/�3=� andeach�>3?�A@CBD)E/21 . For any � -indexed
setof variablesF , GCHI)JFK1 denotestheusual )E��-0��1 -algebra
of terms.Thesentencesof MEL generalizetheconditional
equations)MLNFK1�	O� 	QPSRJT�U of equationallogics by al-
lowing membershipassertions.Thesemembershipasser-
tions are universally quantifiedHorn clausesof the form)MLVF?1%	.
W�:RET:U . In both typesof sentences,the conditionU is afinite set �YX B �[Z B -]\^\_\^-`XVa>�[ZbaN-c	 B 
d� B -e\_\^\_-c	Qfg
h�]fi7
and 	j-c	QPE-c	 B -]\^\_\ 	Qfi-`X B -cZ B -]\^\_\_-cXNaN-cZba aretermsin GCHI)JFK1 . Ifk �[lm�[n thenthesentenceis unconditionalor atomic.

Thisparagraphdescribessatisfactionof atomicsentence;
thegeneralcasefollowsthroughthestandardrecursivedef-
inition. For an � -algebra8 andanassignmentoV
cFp�q8 ,
thefunction o � 
cG H ),F?1#�q8 denotestheuniqueextension
of o to a morphismof )E��-0��1 -algebras.Thus 8 satisfies)MLVF?1r	s� 	QP (or )tLVFK1u	v
�� ) if and only if for each
assignmento , oh�h)J	c14�woh�h)J	QP_1 (or od�x),	c1K3y8 9 ). A MEL
specificationor theory is a pair )z�r-`{*1 , where { is a setof� -sentences,andit definesaclassof � -algebras(thosethat
satisfyit) denoted|~}J�*�^� $ �D� .

TheMEL prooftheoryis derivedfrom thestandardproof
theoryof equationallogic. Its distinctive characteristicis
that it allows the inferenceof themembershipsof termsto
sortsin additionto thestandardequalitiesof terms.Givena
specification)z�r-`{*1 , thereare two rules that facilitate this
inference. One rule is a modification of the moduspo-
nensrule of equationallogic to deducea membershipfrom
a (conditional)sentencein { onceits condition hasbeen
proven.Thesecondrule is anextensionalityrule oversorts
whichassertsthatequaltermshave thesamesort.

Membership:
{�� � )MLNFK1C	I�[	QPp{�� � )MLNFK1C	#
d�{��K)MLNFK1C	 P 
d�

3.2. Maude

Maude[2, 3] is ahigh-performancerewrite systemin the
OBJfamily [10] thatsupportsmembershipequationallogic.
Its currentversionprocesses800Krewritespersecondona
300MHzPentiumII. We useMaudenotationin this paper
to specifyboththeabstractdomainknowledgeandthepro-
gramminglanguagesyntax,aswell astheabstractionof the
uninterpretedNAIF functionsinto the abstractdomain. A
few notationalconventionsareintroducednext.

Equationsandconditionalequationsaredeclaredvia the
keywordseq andceq , respectively; membershipandcondi-
tionalmembershipassertionsaredeclaredvia thekeywords

mbandcmb. Operationscanbedeclaredusingmix-fixnota-
tion, whereunderscoresstandfor arguments.They canalso
beoverloaded;however, this is only syntacticsugarfor ap-
propriateconditionalmembershipassertions.Declarations
of the form var X : S, whereS is a sort, areusedto in-
troducevariables;their scopeis boundedby the enclosing
module, introducedby fmod ... end . A modulecanim-
portanothermodulevia oneof thekeywordsprotecting ,
extending , and including , or one of their shorthands
pr , ex , and inc . The conditionalmembershipassertions
of MEL aredenotedin Maudeby cmb X : S if C; un-
conditionalmembershipassertionsby mb X : S. Subsort
declarationshave the form S < S’ and are just syntactic
sugarfor a membershipassertion:cmb X : S’ if X :

S. Kindsneednotbedeclaredexplicitly. They areautomat-
ically calculatedastheconnectedcomponentsof thepartial
orderdefinedby subsortdeclarations,andonecanrefer to
thekind of asortS by usingsquarebrackets,[S] . Theorder
of declarationsis not importantwithin a module.

A typicalproblemof specificationformalismsthatallow
order-sortingandoperatoroverloadingis that someterms
may have multiple correctsorts. The possiblesortsof a
termcanbe deducedusingthe completedeductionsystem
of MEL, i.e.,sorts),	c1 is theset ���i3���'�{=� � )tLVFK1S	�
x�D7 .
A specification )z�r-`{*1 is called regular if and only if for
eachterm 	 , sorts),	c1 is eitheremptyor hasa minimal el-
ementwith respectto the subsortrelation. A detaileddis-
cussionon regularity canbefoundin [1], togetherwith de-
cidability resultsand varioussyntacticcriteria that imply
regularity. Maudeimplementssomeof thesecriteria, and
alsowarnstheuserwhenit cannotdeduceregularity.

3.3. Abstraction, Partiality , and Safetyin Maude

The leastsortof a termin membershipequationallogic
generalizesthe standardnotion, for finite lattices, of the
leastabstracttypeof anexpressionin thecontext of abstract
interpretation.This generalizationis definedin [5], where
anenvironmentfor specifyingandverifying abstractinter-
pretationsis presented.This paperextendsthe approach
of this previous paperby consideringpartiality via least
sortcalculations.This sectiongivesthereadertheintuition
throughpresentationof a simpleexample.

At theabstractlevel, let usconsiderasignaturewith two
topsorts,onecalledFrame andanothercalledFrameSafe ,
the secondhaving varioussubsorts,including one called
Translation . Thissignaturehastwo kinds,and[Trans-

lation] and[FrameSafe] coincide.A translationcanbe
thoughtof astakinga frameinto anotherframe,soonecan
considertwo operations,sourceFrm and targetFrm , of
arity Translation -> Frame . A translationcanalways
be invertedand translationscanbe composed,but not al-
ways: the target frameof the first translationmustbe the
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sameas the sourceframe of the second. In Maude,one
definesanoperation- : Translation -> Transla-

tion andan operation + : Translation Transla-

tion -> [Translation] . This secondoperationis par-
tial: the resultsort of a compositionis a well-formedterm
of kind [Translation] , but moreinformationis needed
in orderfor it to becomeof sort Translation . The kind
includesthe output of any applicationof + , the sort in-
cludesjust theoutputof well-definedapplications.Thesort
can be inferred using a conditionalmembershipassertion
statingwhentranslationsarecomposable:

cmb Tsl + Tsl’ : Translation
if targetFrm(Tsl) = sourceFrm(Tsl’) .

Unlessothermembershipaxiomsfor compositionaregiven,
the only way by which the resultof a compositioncanbe
of sort Translation (andnot just the moregeneralkind
[Translation] ) is to actuallyprove the conditionof the
statementabove. Thedetailedmethodologicalapproachto
partiality in membershipalgebrais describedin [12].

Onceit is inferredthattheleastsortof atermis asubsort
of FrameSafe , it meansthat that termrepresentsa certifi-
ably safecomputation.In particular, if thesortof thecom-
positionof two translationsis Translation thenthe two
weresafelycomposed.Notice that FrameSafe can have
many distinct subsortsstandingfor variousabstracttypes
of entitiesin the abstractdomain,suchasorientations,ro-
tations,directions,etc. All thesort inferencecomputations
aredoneat theabstractlevel.

The concreteexpressionsmanipulatedby the program-
ming languagearefirst abstractedvia anoperation

op |_| : Value -> [FrameSafe] .

whichis definedrecursively onthesyntacticconstructorsof
valuesthataremanipulatedby theprogramminglanguage.
Vectorsandmatricesareamongthesevalues,so they are
definedasappropriatesubsorts,i.e.,PlVector PlMatrix

< Value . For example,the subtractionof vectors,imple-
mentedby vsub in Fortranandsimilarly in ourgenericpro-
gramminglanguage,i.e.,vsub : PlVector PlVector

-> PlVector , is abstractedas | vsub(V,V’) | of sort
[FrameSafe] . The semanticsof programminglanguage
functionsis interpretedin the abstractdomain,suchasthe
following interpretationfor vsub :

eq | vsub(V,V’) | = (- | V’ |) + | V | .

This interpretsbinary vector subtractioninto the abstract
domainas unary translationinverseon the first argument
followedby compositionof translations.Theabstracttype
of vsub is inferred automatically. A somewhat different
example,wherethe abstracttype cannotbe inferredauto-
matically andadditionalattributesneedto be provided, is
thefunction findp : BodyId Time -> Vector . This
is a NAIF library functionthat takesa bodyidentifier, such

astheearth’s,anda time,andreturnsa vectorrepresenting
thepositionof thatbodyat thespecifiedtime in a standard
coordinateframe,calledj2000 . We representthis abstract
knowledgeasfollows:

mb | findp(B,T) | : Translation .
eq sourceFrm(| findp(B,T) |) = j2000 .

For this function the abstracttype Translation is given
explicitly andthesourceframe— a constant— is given.

Thus,thecertificationprocesscanbeviewedas:abstrac-
tion followed by leastsort computationusingabstractdo-
mainknowledge.If theleastsortcomputationyieldsa safe
sort for eachabstractedexpressioncalculatedin the pro-
gram,thentheprogramis certifiedassafefor thedomain-
specificproperties.For theframe-safetycertifierdescribed
in this paper, all subsortsof FrameSafe aresafe. In order
to performthesesort inferences,abstractassertionsabout
theinputsto aprogramarealsoneeded.This informationis
givenasannotationsin theprogram.

4. Abstract Frame Domain Theory

In this section, we describethe abstractdomain and
presentafiguredescribingits structure.Dueto spacelimita-
tions,theMaudeaxiomatizationsareomitted,but theframe
abstractionmoduleis presentedin Section4.2.

4.1. Frame Domain

Therearesix sortsin ourdomain:Real , Orientation ,
Rotation , Translation , Direction , and Frame , and
Translation is a subsortof Direction . This means
thatany translationdefinesadirection.Technically, any op-
erationthat canbe appliedto directions,suchasthe angle
betweentwo directions,canalsobeappliedto translations;
in thisway, redundancy is reducedbecausesomeoperations
don’t needto be declaredfour or more times to cover all
combinationsof translationsanddirections.

The Categoryof Rotations

Rotationsareabstractobjectswhosefunctionis to rotate
otherobjectsin thedomain.Theseotherobjectsarelabeled
with orientationsor frames— andeachframehasan ori-
entation. Thusin our domainwe canrestrict the rotations
to labeledrotationswith anexplicit sourceorientationand
target orientation. Labeledrotations,togetherwith orien-
tations,form a partial algebracalleda category. In terms
of category theory, the objectsof this category are orien-
tationsandthemorphismsarerotations.Eachrotationhas
an inverseformedby reversingthe labelof sourceandtar-
get. This axiomatizationfor labeledrotationsis soundbut
not completefor the generalgroup of unlabeledthreedi-
mensionalrotations.Becauseit is sound,programscertified
usingthisabstractdomainaresafe.
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Eachrotationhasasourceandatargetorientation,given
by theoperationssourceOrt andtargetOrt . Thereis a
unit rotationfor eachorientationwhichbehavesexactly like
anidentity morphismin a category, andaninversefor each
rotation.Thecompositionof rotationsis apartialoperation,
requiringthetargetof thefirst rotationto matchthesource
of the secondrotation. The reasonfor this restriction to
labeledrotationsis that we don’t want to allow programs
thatdo meaninglessandframe-unsafecalculations,suchas
to rotateadirectionthatis normalto thesurfaceof theEarth
at a given point by the rotationof the frameof a moonof
Saturnrelative to Saturn.Thusin orderfor adirectionto be
safelyrotated,the certifier mustprove that the orientation
of theframein whichthatdirectionis representedcoincides
with the sourceorientationof the rotation. As mentioned
previously, the equationsfor labeledrotationsarethoseof
a category, asaretheequationsfor framesandtranslations
below.

Frames,Translationsand Dir ections

Framesare formalizedas an interrelatedabstractdata
typeto orientations. Theorientationof a frameFrm is the
termframeOrt(Frm) . A rotationcanbeappliedto aframe
if its sourceorientationis theorientationof theframe.

Translationsalsoform a category, wheretheobjectsare
the frames,andthe morphismsaretranslationslabelledby
a sourceframe and a target frame. This part of the ax-
iomatizationis similar to thoseof rotations. Additionally,
translationscanbe rotated. A commonoperationbetween
translationswith the samesourceframeis finding the dis-
tancebetweenthe origins of their target frames,denoted
[| tsl1, tsl2 |] .

By abuseof language,theorientationof thesourceframe
of a translationis oftencalledthe orientationof the trans-
lation. This is formally definedby theoperationframeOrt

(whichtherebyoverloadstheoperationwith thesamename
onframes).Theorientationsof thesourceandtargetframes
of a translationarethe same.Both the rotationof a trans-
lation andthedistancebetweentwo translationsarepartial
operations.For a translationTsl to be rotatableby a rota-
tion Rot (denotedby @), the orientationof the translation
mustbe the sameasthe oneof the rotation,while the dis-
tancebetweentwo translationsmakessenseif andonly if
thetwo translationshavethesamesourceframe.Theorien-
tationof atranslationis alsoneededwhenonewantsto treat
a translationasadirection,for example,whenonewantsto
calculatethe anglebetweena translationand a direction,
suchas, the anglebetweenthe translationto Saturnanda
directionnormalto thesurfaceof theEarth.

Direction is anotherabstracttype. Directionscanbe
thoughtof astheequivalenceclassdeterminedby therela-
tion of parallelismon the imageof the functionwhich for-
getslengthsof translations. We considerthat a direction

comesautomaticallywith any translation. Unlike transla-
tionswhich carrya wholeframewith them,directionsonly
needto carrytheir orientation,thatis, theorientationof the
framein which they weredefined. Directionscanalsobe
rotated,if thesourceorientationof therotationmatchesthe
orientationof thedirection. A standardoperation(denoted
by [< d1, d2 >] ) is finding theanglebetweentwo di-
rections,whichmakessenseif andonly if thetwo directions
havethesameorientation.

The abstractdomain also containsan auxiliary useful
frameconstructorthatwasusedin anannotationto specify
theframeof aninput variable,asmentionedin Section2.3.
Theframeconstructorbuildsa framefrom atranslationand
arotationrelative to j2000 .

The ADJ diagram[9] in Figure2 depictsthe sortsand
the operationsthat form the abstractdomain. The sorts
areboxesandthe operationsaremultisourcearrows, each
sourcestandingfor an argument. The operationshaving a
circle index arepartial.Becauseof spaceconsiderationswe
didn’t draw theframeconstructorexplainedabove.

It is well known that many, if not most,domainsof in-
terestdo not admit completefinite or not even recursively
enumerableaxiomatizations. Perhapsthe most notorious
exampleis thedomainof naturalnumbers.Whendesigning
a domainspecificcertifier, oneshouldaim toward sound-
nessandclarity with respectto thedomainratherthancom-
pleteness.In this way, programswhich arecertifiablysafe
are indeeddomainsafe. After all, the purposeof certifi-
cationis not to allow tricky andconvolutedprograms,but
ratherareducedsetof absolutelysafeprogramswith respect
to the intendedpolicy. Therefore,the readershouldregard
our framesafetycertifier asan experimentinstantiatinga
generalapproachto domainspecificcertification.

4.2. Frame Abstraction and SafetyPolicy

Abstractionis the link betweenthe programminglan-
guageand the abstractdomain. Eachvaluecomputedby
theprogramis first symbolicallyevaluated,thenabstracted
and checked for frame consistency at the abstractlevel.
This last stepis donein Maudevia its leastsort inference
mechanism,by first declaringacommonsupersort,Frame-

Safe of all the sorts that abstractconcretevalues, and
thencheckingif the abstractionof eachvaluehasthe sort
FrameSafe . Theabstractionoperation| | : Value ->

[FrameSafe] is definedthatcalculatestheabstractsortof
eachvalue. If sucha sortexists thenwe saythat thevalue
calculatedby theprogramis certifiablyframesafe:

fmod FRAME-SAFETY-ABSTRACTIONis
pr PROGRAMMING-LANGUAGE.
pr ABSTRACT-DOMAIN.
sort FrameSafe .
subsorts Orientation Rotation
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Figure 2. The ADJ diagram of the abstract domain of frames.

Direction Translation Real < FrameSafe .

op |_| : Value -> [FrameSafe] .

vars B B’ : BodyId . var T : PlReal .
var U : PlString . var Rd : Attribute .
vars R R’ : PlReal . var M : PlMatrix .
vars V V’ : PlVector .

mb | utc2et(U) | : Real .
mb | bodmat(B,T) | : Rotation .
mb | findp(B,T) | : Translation .
mb | bodvar(B,Rd) | : FrameSafe .

cmb | sent(B,B’,R) | : Real if | R | : Real .
cmb | georec(V) | : Translation

if | V | : Translation .
cmb | surfnm(V,V’) | : Direction

if | V’ | : Translation .
eq | vdist(V,V’) | = [| | V |,| V’ | |] .
eq | vsep(V,V’) | = [< | V |,| V’ | >] .
eq | vadd(V,V’) | = | V | + | V’ | .
eq | vsub(V,V’) | = (- | V’ |) + | V | .
eq | mxv(M,V) | = | V | @ | M | .
eq | mtxv(M,V) | = | V | @ (| M | ˜) .
eq sourceOrt(| bodmat(B,T) |) = frameOrt(j2000) .
eq sourceFrm(| findp(B,T) |) = j2000 .
eq sourceFrm(| georec(V) |) = sourceFrm(| V |) .
eq frameOrt(| surfnm(V,V’) |)

= frameOrt(sourceFrm(| V’ |)) .
endfm

Theabstractionoperationis definedrecursively, in terms
of abstractoperationsandsorts.Themembershipassertions
above reflect the meaningof library functionsin termsof
abstractframeknowledge.In this sectionwe ignorepossi-
bleerrorsreturnedby library functions;theseareaddressed
in theconclusionsectionon futurework.

In theequationabove,bodmat(B,T) returnsa“safe” ro-
tation matrix whoseorientationis the frameorientationof
j2000 , andsurfnm(V,V’) is a directionwhenever V’ is
a translation(theshapeof thesurface,V, doesn’t affect the
frameabstraction),its frameorientationbeingjust thesame
as the orientationof the frame of the translation. Notice

thattheremaybefunctionswhoseresultis noneof thesorts
of interestfor frame certification,suchas bodvar which
returnsthe threeradii of a body modeledas an ellipsoid.
In suchsituations,we just declareit FrameSafe ; the least
sort computationensuresthat any useof sucha value in
a placewherevalueswith moreconcretemeaningareex-
pected,suchastranslationsor directionswhich happento
“look” thesameat thelevel of programminglanguage,will
bereportedasanunsafeuse.

Finally, we definetheframesafetypolicy asa predicate
onprograms.A programis safeif andonly if eachassigned
valuethatis computedinternallyateachstepof theprogram
is frame safe. We call this strongrequirementstepwise
safety. A weakerrequirementis outputsafety. For example,
if a programwritten in anuntypedlanguageis supposedto
return an integer value, say x , and it first executesx :=

n + 3.1 for a naturalnumbern andthenx := x + 2.9 ,
thentheprogramis outputsafebecausethefinal computed
valueis an integer, but not stepwisesafe. In our opinion,
outputsafetyis aninsufficient requirementfor certification.

As canbeseenfrom theabovedescriptionof thedomain
theory, sophisticatedinferencesfor domain-specificcertifi-
cationcanbe carriedout in membershipequationallogic.
Furthermore,the axiomatizationin Maudeis compactand
modular:theabstractdomainconsistsof 36axioms,theab-
stractionfunctionconsistsof 24axioms,andtheframepol-
icy consistsof 2 axioms.Sortandsubsortdeclarationsadd
furthersemanticcontent,but the total Maudespecification
is only 250lines.

5. RelatedWork

Certificationtechnologybasedon staticanalysisis ma-
turing to the point of commercialviability. PolySpaceis
sucha tool thatdetectsstatically, via abstractinterpretation
techniques,errors that would normally occur at runtime,
suchasarithmeticexception(e.g.,division by zero),illegal
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pointerdereferencing,overflow, readaccessto uninitialized
data,out-of-boundsarrayaccess,etc. It is completelyauto-
maticin thesensethatit worksdirectlyon thesourcecode;
noannotationsareneededandnoaxiomatizationof abstract
domainsrequired. However, it only detectswhat we call
“programminglanguagespecificerrors”, being unableto
reasonabouthigh level, domain-specificsafetypolicies.

ExtendedStaticChecker(ESC)[4, 14] is atool thatfinds
programmingerrorsat compile time, suchas array index
boundserrors,nil dereferences,deadlocksandracecondi-
tions. The userof ESCannotatesthe programswith spec-
ifications in a precondition-postconditionstyle which are
checkedstaticallyusingatheoremproverfor untypedpred-
icatecalculuswith equality. The type systemof the target
programminglanguage,Modula-3, is implementedin un-
typedfirst-orderlogic. Theuseof ESCis thereforelimited
to programminglanguagedefinabletypes. In contrast,our
approachto domain-specificcertificationtotally separates
theabstractdomainof interestfrom the programminglan-
guage.Theabstractdomaincanbeaxiomatizedusingfirst-
ordermany-sortedmembershipandrewriting logic andcan
bereusedfor varioustargetlanguages.Theuserof thesys-
temcanmodify theabstractdomainin aflexible manner.

6. Conclusionand Future Work

This paperdescribeda generalarchitecturefor domain-
specificsoftwarecertificationbasedon abstractinterpreta-
tion. Similaritiesanddifferenceswith certificationof poli-
ciesat the level of programminglanguagesemanticswere
discussed.A casestudy of a significantdomain-specific
safetypolicy of interestto NASA, namelycoordinateframe
safety, wascompletedwith an implementationof the gen-
eral architecturein Maude. We note that the modulesfor
the abstractdomainare independentof the programming
languagelevel, andhencecouldbereusedin differentcon-
texts. The implementationin Maudewill facilitateexperi-
mentationwith otherdomain-specificsafetypolicies.

Thecasestudywasdonein a domainfor which we had
previouslydevelopedaprogramsynthesissystem.Themo-
tivationwasto investigatetherelationshipbetweenprogram
synthesisand programcertification. This investigationis
still underway, andis anextensionof our work in automat-
ically generatingdocumentationfor synthesizedprograms.
In essence,documentationcanbeusedby humanreviewers
in the manualcertificationof programs,while annotations
can be usedfor the automatedcertificationof programs.
Theannotationsrequiredin ourcurrentinvestigationonco-
ordinateframe-safetycan be restrictedto the inputs of a
program;the logical engineis sufficiently powerful to in-
fer intermediateassumptions.In partof our futurework we
expectto investigatedomain-specificsafetypolicieswhere
logical inferenceof intermediateassumptionsis no longer

tractablefor a simpleandtrustedcertificationsystem,but
checkingof annotationsprovided by programsynthesisis
tractable. Although our synthesissystemis basedon de-
ductive technology, the additionof extensive decisionpro-
ceduresto enabletractableprogramgenerationraisesaddi-
tional burdensin showing the correctnessof the generated
programs.This burdencanbe met eitherby certifying the
correctnessof theentireprogramsynthesissystemor indi-
vidually certifying thegeneratedprograms.

Theabstractdomainof thecertifierwasdevelopedinde-
pendentlyfrom thedomaintheoryof theprogramsynthesis
system.It is relatedto asubsetof theAmphiondomainthe-
ory, but is formulatedquite differently sinceit is oriented
towardsbottom-upcheckingratherthantop-down synthe-
sis.Becauseit wasdevelopedindependently, it providesan
independentcheckfor synthesizedprogramsaswell asfor
hand-writtenprograms. In fact, a subtleerror in the Am-
phion/NAIF domaintheorywasdiscovered:anextraneous
matrix transposeoperationwasgeneratedwhich causedthe
resultingsynthesizedprogramsto beframeunsafe.

6.1. ScalingIssues

Empirically, programsin the NAIF domainareusually
no larger than one hundredlines of code(becauseof the
substantialfunctionality of the NAIF componentlibrary).
Forprogramsin thisrange,thecertificationissofastthatthe
timing profileregisters0 milliseconds.Wegeneratedasuite
of syntheticprogramsup to 1,000SLOCto determinescal-
ing properties,undertwo conditions:no cachingof rewrite
results,andlimited cachingof rewrite results(specifically,
cachingfor the substitutionandabstractionoperators).At
1,000SLOC,certificationwith nocachingrequired2.2sec-
onds,while certificationwith cachingrequired1.3seconds.
Without caching,it is expectedthat the certificationscales
quadratically, becauseeachline requirescomputinga sym-
bolic evaluationincludingall precedinglines.We validated
this quadraticscalingwith oursuiteof syntheticprograms.

With caching,thesymbolicevaluationdoesnot needto
be redonefor eachprevious line. In principle, with opti-
mizeddatastructures,cachingimposescloseto linearover-
head. However, the current implementationof Maudeis
not yet optimizedfor caching,and is known to introduce
quadraticfactors. Accordingly, our experimentsof certifi-
cationwith cachingalsorevealedaquadraticscalingof exe-
cutiontimein SLOC.While webelievethatourapproachto
domain-specificcertificationpotentiallyscaleslinearlywith
more finely optimizedrewrite algorithmsand datastruc-
tures,even with a moreconservative quadraticscalingex-
trapolation,programsin the rangeof 10,000SLOC would
only requireminutesto certify.
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6.2. Domain-specificErr or Handling Certification

The NAIF library hasa modethat allows the program-
merto handleerrorsthataresignalledin NAIF library rou-
tines. In this mode,a NAIF subroutinesimply returnsif
it detectsan internalerror. Subsequentto calling theNAIF
subroutine,thebooleanfunctionfailed() canbecalledto
find out whetheran errorwasdetected,andthe subroutine
getsms canthenbecalledto find outwhicherroroccurred.
In particular, the NAIF routinebodmat detectsseveral er-
rors,oneof which occurswhenthedatanecessaryto com-
putetherotationmatrix for thegivenbodyandtimehasnot
beenloaded.

We arecurrentlyextendingour domain-specificcertifier
to checkstatically whetherall possibleerrorsdue to the
NAIF subroutinesareproperlyhandled.Therearethreesit-
uationsthatshouldbeconsideredwhena NAIF subroutine
is called: 1) it executesnormallywithout errors;2) it flags
anerrorandthereturnedvalueis subsequentlyusedin the
program;3) it flagsan error but the returnedvalue is not
used. Only the secondsituationis unsafe,so the certifier
mustdetectit.

The least-sortcomputationof Maudeis very suitableto
implementsucha domainspecificerror handlingcertifier:
we declaretheabstractionsof all library functionsthatcan
return errors to be of target [FrameSafe] , i.e., they are
seenaspartial functions,andthenwrite conditionalmem-
bershipassertionsand/orequationsthat statewhensucha
function actuallyreturnsa propervalueand/orwhenit re-
turnsanerrorandof whatkind. Thus,if thesortof theab-
stractionof a valuecalculatedby the programturnsout to
beasubsortof FrameSafe , thenit meansthatall thecondi-
tionsof theassociatedmembershipassertionswereproved,
that is, all the errorsthat canpossiblybe generatedby the
functionthatreturnedthevaluewill eitherprovablynot oc-
cur or they werealreadyhandledby the programthrough
conditionalstatementsguardedby thefunction failed() .
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